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(54) DATA TRANSFER METHODDATA TRANSFER METHOD IN CONTENTS 
SALES SYSTEM UTILIZING THE METHOD AND RECORDING MEDIUM 
RECORDING DATA 

C57)Abstract: 

PROBLEM TO BE SOLVED: To prevent reproduction of real data from being 
hindered while preventing copying in a sales system for contents data such as 
music data. 

SOLUTION: The contents sales system is a system where host serves contents 
data such a music and transfers (downloads) them to user side players 6a6b via a 
KIOSK installed terminal 5 and a network such as the Internet. A different 
encryption system is adopted for contents data requiring reproduction in an early 
timing from that for header information requiring no early timingthe encryption 
system not taking much time for decoding is adopted for the contents data and a 
complicated encryption system taking much time for decoding is adopted for the 
header information storing reproduction key information or the like. 



CLAIMS 



[Claim(s)] 

[Claim 1]In a data transfer method transmitted including the 1st data in which 



processing speed at the time of the data reproduction is demanded at the rate of 
predetermined from a destination terminal from a source terminaland the 2nd data 
in which reproduction of processing speed later than it is allowedEncipher said 1 st 
data using the 1 st predetermined reproduction keyand. A data transfer method 
enciphering using the 2nd reproduction key which decryption takes time from 
processing speed when enciphering and decrypting said 2nd data using said 1st 
reproduction keyand transmitting the 1 st these-enciphered and the 2nd data. 
[Claim 2]From a selling agency terminalsaid data transfer method is a data transfer 
method of a contents selling system which distributes contents data to a sale 
place terminaland said 1st dataAre contents data which is live data at leastand 
said 2nd data is header information added to said contents data at leastand 
encryption with said 1 st reproduction keyEncipher the 1 st [ said ] reproduction 
key and said contents data generated by random numbers of a predetermined 
number of bytes by XOR operationand encryption with said reproduction key of 2A 
data transfer method of a contents selling systemwherein DBS encryption of said 
2nd data is carried out with the 2nd reproduction key generated by a 
predetermined byte's random numbers. 

[Claim 3]A recording medium recording data transmitted by the transfer method 
according to claim 1 or 2 on a predetermined field. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the InventionjA data transfer method it a host provides the contents data 
of music etc. and this invention transmits to users' player via networkssuch as a 
store installation terminal and the Internet (download)It is related with the 
recording medium with which the data transfer method of the contents selling 
system using the method and its data were recorded. 
[0002] 

[Description of the Prior Art]The contents data (software) of music etc. as a 
system sold to the user side in recent yearslnstead of using the recording medium 
of chargessuch as CD (compact disc) and DVD (digital versatile disc)Its attention 
is paid to the contents selling system or network-electric-delivery system which 
transmits to recording mediasuch as a hard disk in users' playerand semiconductor 
memoryvia networkssuch as a store installation terminal and the Interneton 
condition of the payment of a remunerationand plays this. 

[0003]The method via a store installation terminal which transmits contents data 
to a store installation terminal via a satellite communication line or a dial-up line 
as an example of a contents selling system from the host sideand also is 
transmitted to a player from a store installation terminal can be considered. The 
method via the Internet which transmits contents data to a player via the Internet 
and an internet client (user personal computer) as other course methods from the 



Internet server (host) side can be considered. 
[0004] 

[Problem(s) to be Solved by the Invention] By the waywith such a contents selling 
systemwhat transmits after enciphering that contents data is not copied unjustly 
based on ID (identification information) of the transmitting side or ID of a receiver 
is considered. Howevereven if it enciphers suchwe are anxious about ID being 
known by a certain techniquedecoding a code using the IDand an unjust copy 
being performed. Thenin this inventionperform encryption that an unjust copy is 
not performed in view of such a problemand. The contents data which is live data 
for examplereproduction with quicker reproduction speed is requiredFor 
examplereproduction with so quick processing speed is not requireda cipher 
system with header information etc. is changedit is considering it as the 
complicated cipher system a code not leaking even if the direction of contents 
data is made into the cipher system which can be decrypted without requiring time 
and decryption takes time somewhat to the direction of header informationit acts 
as an information bureau where reproduction key data is contained that it is hard 
to be known more than formerand is a thing of it seeming that I will make it not 
interfere with reproduction timing. 
[0005] 

[Means for Solving the Problem]This invention comprises the following means of 
l-Sin order to solve an aforementioned problem. Namelythe 1st data in which 
processing speed at the time of the data reproduction is demanded at the rate of 
predetermined from a destination terminal from 1 source terminalln a data transfer 
method transmitted including the 2nd data in which reproduction of processing 
speed later than it is allowedencipher said 1 st data using the 1 st predetermined 
reproduction keyand. A data transfer method enciphering using the 2nd 
reproduction key which decryption takes time from processing speed when 
enciphering and decrypting said 2nd data using said 1st reproduction keyand 
transmitting the 1 st these-enciphered and the 2nd data. 

2) From a selling agency terminalsaid data transfer method is a data transfer 
method of a contents selling system which distributes contents data to a sale 
place terminaland said 1 st dataAre contents data which is live data at leastand 
said 2nd data is header information added to said contents data at leastand 
encryption with said 1st reproduction keyEncipher the 1st [ said ] reproduction 
key and said contents data generated by random numbers of a predetermined 
number of bytes by XOR operationand encryption with said reproduction key of 2 A 
data transfer method of a contents selling systemwherein DES encryption of said 
2nd data is carried out with the 2nd reproduction key generated by a 
predetermined byte's random numbers. 

3) A recording medium recording data transmitted by the transfer method 
according to claim 1 or 2 on a predetermined field. 

[0006] 

[Embodiment of the Invention] Hereafteran embodiment of the invention is 
described with reference to drawings. The lineblock diagram showing an example of 



the contents selling system with which drawing 1 goes via the store terminal 
(KIOSK terminal) in which this invention is adoptedThe explanatory view showing 
the composition of the sales header by which drawing 2 is distributed to the player 
of drawing It he explanatory view showing the composition of the sales header to 
which drawing 3 is given by the authoring system of drawing l and drawing 4 are 
the explanatory views showing the composition of sales subheader in the player of 
drawing 1 . 

[0007] Drawing 1 shows the system of the method via a store installation terminal 
which installed the store terminal (the followingKIOSK terminal) 5 in the stand (the 
followingkiosk) of JR as an example of a contents selling system. Firstin the host 
sidean incompressible music content is compressed for exampleby a Twin VQ 
method by the authoring system landsubsequently this compressed data is 
enciphered with the detailed reproduction key data mentioned later. In the 
authoring system Ithe 1st order of this reproduction key data is encipheredthis 
primary encryption reproduction key data and enciphered content are recorded as 
a predetermined data structureand it transmits to the server of KIOSK terminal 5 
via the transmission server 2the uplink center 3and the satellite 4. Instead of 
supplying contents to KIOSK terminal 5 via the satellite 4as an another or 
transitional feeding methodit may be made to exchange a recorded server 
periodically by a physical distributionand is not restricted to this in the system of 
this method via a store installation terminal. It may be made to install a store 
installation terminal in other storessuch as a convenience store besides a kiosk. 
[0008]KIOSK terminal 5 enciphers the secondary primary encryption reproduction 
key dataand downloads this secondary encryption reproduction key data and 
enciphered content to the player (it may be indicated as the player in a figure) 6a. 
At this timeit is connected via an IEEE1394 interface between KIOSK terminal 5 
and the player 6aand the player 6a transmits self ID to KIOSK terminal 5 
beforehand before download. Between the copied material player 6a and the copy 
destination player 6bre transfer is possible for secondary encryption reproduction 
key data and enciphered contentand the copy destination player 6b transmits self 
ID to the copied material player 6a beforehand before re transfer also in this case. 
In the charging system of this systemwhen a user purchases an electronic ticket 
with a prepaid systemthe balance is memorized by the electronic purse in the 
player 6aand accounting information is transmitted to the accounting management 
server 8 via the settlement-ol^accounts box 7 from the player 6a. This accounting 
management server 8 collects the aforementioned accounting information and the 
transfer histories of each players 6a and 6b through KIOSK terminal 5 or below- 
mentioned Web server 9and is made to perform copyright management etc. based 
on these information. 

[0009]This selling system is a system which goes via the above-mentioned KIOSK 
terminaland it also has the course sold with the Internet method. Drawing 2 is a 
figure showing the selling system by the Internet method. Firstin the host sidelike 
the method via a store installation terminalan incompressible music content is 
compressed for exampleby a Twin VQ method by the authoring system 



landsubsequently this compressed data is enciphered with reproduction key data. 
In the authoring system 1the 1st order of this reproduction key data is 
encipheredthis primary encryption reproduction key data and enciphered content 
are recorded as a predetermined data structureand it transmits to the 
transmission server 2 and Web server (server for Internet services) 9. 
[0010]Web server 9 enciphers the secondary primary encryption reproduction key 
dataand downloads secondary encryption reproduction key data and enciphered 
content to the player 6a via PC client 1 0 (it is also called a PC client) for Internet 
services. While between Web server 9 and PC clients 10 is connected by a dialup 
connection at this timeBetween PC client 10 and the players 6a is connected via 
an IEEE1394 interfaceand the player 6a transmits terminal ID of self to Web server 
9 via PC client 10 beforehand before download. In a similar mannerre transfer is 
possible for secondary encryption reproduction key data and enciphered content 
between the copied material player 6a and the copy destination player 6band the 
copy destination player 6b transmits self ID to the copied material player 6a 
beforehand before re transfer also in this case. When a user purchases an 
electronic ticket with a prepaid systemthe balance is memorized by the electronic 
purse in the player 6aand accounting information is transmitted to the accounting 
management server 8 via PC client 1 0 and Web server 9 from the player 6a. 
[001 1]The format transmitted to the players 6a and 6bln the system via a store 
installation terminaiand the system via the Internetit is commonand sales 
subheader is given to every [ in sales contents ] music number of division N 
including a sales headersales subheaderand enciphered content data for every 
sales contents. Enciphered content data contains a contents headera sound 
stream (music contenOtext data (a track namean artist nameetc.)extended 
dataetc. 

[0012]As shown in drawing 3 according to the music number of division N in sales 
contentsa sales header is variable length (= 64 N+M byte (Bytes))and A -1 byte 
sales header version- The sales header size of 1 byteand -1 byte suspension 
(Reserved) data- 1 byte of transfer control dataand -8 byte contents selling ID- 8 
bytes of source IDthe -2 byte number of sales ticketsand the -1 byte number of 
sales subheaders- The number of contents music of 1 byteand a -32 byte work 
title name- 1 6 bytes of work company nameand the data length for every eye 
music of a -4xN byte- The track name for every eye music of an 8xN bytethe 
artist name for every eye music of a -8xN bytethe performance time for every eye 
music of a -4xN byteand the reproduction key data (encryption data) of - K bytes 
(eye 64 N+M-K byte - eye 64 N+M byte) are included. 

[0013]0n the other hand drawing 4 shows the composition of the sales header 
given by the authoring system 1 at the time of masteringThis sales header 
contains a work title namethe track name for N musicthe artist name for N 
musicand ISRC for N music (International Standard Recording Code) other than 
the data shown in drawing 2 . 

[0014]As shown in drawing 5 in detailsales subheader A -1 byte subheader 
version- The subheader size of 1 byteand -1 byte suspension (Reserved) data- 



Include 1 byte of transfer control dataa -8 byte contents selling IDa -8 byte 
source IDthe -2 byte number of sales ticketsa -1 byte specified music watchand a 
-32 byte work title name. 

[0015]The transfer control data in the aforementioned sales header and sales 
subheader contains 4 bits of re transfer prohibition / permission data of b4-b7 
with the re transfer generation number data of b0-b3as shown in drawing 6 in 
detail. [ 4 bits of ] 

- The re transfer generation number bit bO - the prohibition 0001-1 1 1 1 of 
bSOOOOire transfer : re transfer generation number (re transfer permission) 
The owner-of^a-copyright (host) side sets upand it counts down for every re 
transferand is re transfer prohibition and re transfer prohibition / permission bit 
b4-b70000:re transfer permission 0001 :re transfer prohibition 0010- 
1111 isuspension (Reserved) at 0000. 

[0016]Encryption processing in the above-mentioned authoring system 1 is 
performed as follows. Drawing 7 is a flow chart for explaining the processing. Firsta 
predetermined byte's reproduction key data is created by random numbers for 
every sales header (Step S1)Sales-contents data Subsequentlya contents headera 
sound stream (music content)Sales-contents data is independently enciphered for 
every field by dividing for every field of text data (a track namean artist nameetc.) 
and extended dataand doing an exclusive OR (XOR) operation every [ the above- 
mentioned reproduction key data (random number) and / a predetermined byte ] 
(Step S2). 

[0017]Based on the synthetic character string of (character string of order of 
specification item of sales header) + (character string of the order of a 
specification item of sales subheader)a predetermined byte's hash value is created 
by a hash function (MD5) (Step S3)Subsequentlyprimary encryption reproduction 
key data is created by carrying out XOR operation of above-mentioned 
reproduction key data and hash value (step S4). And primary encryption 
reproduction key data is stored in the reproduction key data area of a sales 
headerand it transmits to a selling agency terminal (KIOSK terminal 5Web server 9) 
with enciphered content (Step S5). Thuswhen the combination of a sales header 
and contents data is altered by Step S3 and S4 by enciphering reproduction key 
data using the information based on a sales headerit is preventing from decoding. 
[0018] Drawing 8 shows the process flow of secondary encryption of the 
reproduction key of a selling agency terminal (KIOSK terminal 5Web server 
9)Firstcarry out DES encryption of the primary encryption reproduction key data 
by using destination player ID as a keyand the secondary encryption reproduction 
key data of the destination player 6a is created (Step SiDSubsequentlyit has 
been the processing which transmits this secondary encryption reproduction key 
data to a sale place terminal (player 6a) with enciphered content (Step SI 2). 
[0019] Drawing 9 shows the process flow of the decoding processing method of a 
reproduction key and contents data that the sale place terminal (destination player 
6a) was enciphered. Firstwhile decoding to primary encryption reproduction key 
data by carrying out DES decoding of the secondary encryption reproduction key 



data by using player ID of self as a key (Step S21)Based on the synthetic 
character string of (character string of order of specification item of sales header) 
+ (character string of the order of a specification item of sales subheader)a 
predetermined byte's hash value is created by a hash function (MD5) (Step S22). 
Subsequentlyit decodes to the original reproduction key data by carrying out XOR 
operation of these primary encryption reproduction key data and hash values 
(Step S23)Subsequentlyby carrying out XOR operation of the encryption sales- 
contents data to the reproduction key data of predetermined byte [ every ] originit 
decodes to the original sales-contents dataand this is elongated and it reproduces 
(Step S24). 

[0020]Especially data that enciphers live datasuch as contents data and text 
databy XOR operationand is different from live datasuch as a headerin the cipher 
system of this system is enciphered with the DES cipher system. This supports 
the processing speed at the time of reproductionand the live data in which 
processing speed is quickly demanded at the time of reproduction adopt the XOR 
cipher system which can perform compositeHzation quickly in consideration of the 
thing of decodingit is made the header information as which so much processing 
speed is not required with the encryption in consideration of both reproduction 
speed and the outflow of data as a complicated DES cipher system which 
decryption takes time from it. 

[0021 ]The aforementioned players 6a and 6b are the composition shown in drawing 
10and are explained only using the numerals of the player 6a. The player 6aA data 
compression / data transfer interface 6a-1 electronic purse part 6a-2indicator 6a- 
3final controlling element 6a-4storage parts store 6a-5encryption / decoding 
section 6a-6and expanding part 6a-7regenerating section 6a-8output terminal 6a- 
9control-section 6a-10. And it comprises internal bus 6a-1 1. 
[0022]Data transfer interface 6a-1 is used between these players and KIOSK 
terminals 5 or for data transfer with the below-mentioned PC client (personal 
computer) between a transmitting side player and a receiver player. Electronic 
purse part 6a-2 can make the receipt of electronic moneyand payment. He carries 
out the deposit of the electronic money beforehand with the prepaid systemand is 
trying to reduce the electronic money according to a content rate. Although it is 
considered as explanation by a prepaid system in the below-mentioned 
explanationit is good also as a well-known credit method. 

[0023]Indicator 6a-3 displays the transmitting and receiving condition at the time 
of the balance of the electronic money of an electronic purseand the data 
transmission and reception between terminalsthe recovery status at the time of 
contents playbackthe propriety of a copyetc. Final controlling element 6a-4 is 
used for the data search operation for discovering data to reproduce out of two or 
more datathe amount operation of reproduced sounds at the time of 
reproductionetc. Header informationcontents dataetc. which were received from 
the header information and contents data which were received from KIOSK 
terminal Sreproductionother personal digital assistantsetc. are memorized by 
storage parts store 6a-5. 



[0024] Encryption / decoding section 6a-6 perform generation of authentication 
dataand encryption or decryption of contents dataa reproduction keyand header 
information. A data compression / expanding part 6a-7 elongate the data 
compressed or compressed in data. The data transmitted is made into a 
compression state in order to raise transfer efficiency. Thereforedata is 
compressed before data transmission and compressed data is elongated if needed 
after data receiving. Regenerating section 6a~8 reproduces a soundtext dataetc. 
from contents data. The reproduced sound is outputted outside from output 
terminal 6a-9. Control-section 6a-10 makes control of each part of the 
aboveregistration for the history number of history transfer frequencycontents 
selling IDsource IDand transfer control dataetc. perform to the internal storage 
parts store m. 

[0025]Nextthe sequential detailed description is carried out per procedure 
between each terminal. Firs tdrawing 1 1 and drawing 12 show the transfer 
procedures between KIOSK terminal (host side) 5 and a player. It is in the state 
where the player 6a of the above-mentioned composition was connected with 
KIOSK terminal 5 via the IEEE1394 interface in drawing 5 . Although "Form 1" and 
"Form2" — shows the number of a signal format among the figure below drawing 
1 1 and detailed explanation is omittedAs the system via the above-mentioned 
store installation terminal and the system via the Internet are shown in drawing 13 
fundamentally [ it is common and ]It is constituted by a sending agency code 
(code which shows the kind of system configuration device shown in drawing 
1 4)command code (refer to drawing 15 and drawing 16 )and data length and live 
data (encryption data). From the source (KIOSK terminal 5Web server 9)live data 
are not contained by the format of various kinds of "demands" transmitted to the 
player 6aand various kinds of "notices" transmitted to the sources 5 and 9 from 
the player 6abut Howevera sending agency codelt is constituted by only command 
code and data length (= oar 0). 

[0026]Although the graphic display has not been carried out in this KIOSK terminal 
5 in KIOSK terminal 5the almost same function part as the players 6a and 6bsuch 
as a data transfer interfacean indicatora storage parts storeencryption/decoding 
sectiona regenerating sectionan output terminala control sectionand an internal 
busis contained. Firstin the encryption section which is not illustratedS bytes of 
random number authentication data D1 is createdDES encryption is carried out 
with the common key data K1 which is one of the common keys K1-K6 currently 
held in common in a settlement-of-accounts boxa KIOSK terminaleach playerWeb 
server 9and PC client 1 0Data transfer interface ** of this enciphered attestation 
A data is carried out as the player attestation A data D1 of 8 bytes of 
predetermined transmitting form "1" (indicated as the inside of a figure "Form 
1 ")and it transmits to the player 6a. 

[0027]In [ in the player 6areceive this player attestation A data Dl via data 
transfer interface 6a-1and ] encryption / decoding section 6a-6DES decryption is 
carried out with the common key data K1DES encryption of the attestation A data 
Dl obtained by this decryption is carried out with other common key data K2and 



reply player attestation A data is created. Create 8 bytes of random number 
attestation A data D3andsimultaneously with itDES encryption of this attestation 
A data D3 is carried out with other common key data K3This data is used as host 
attestation A dataand host attestation A data and said reply player attestation A 
data are again replied to KIOSK terminal 5 in predetermined transmitting form "2." 
[0028]In KIOSK terminal 5receive reply player attestation A data and host 
attestation A data via a data transfer interfacesupply these to 
encryption/decoding sectionand hereDES decryption of the reply player 
attestation A data is carried out with the common key data KSand this decrypted 
attestation A data Dl and the transmitting attestation A data D1 are compared in 
a control section. As a result of collationin being inharmoniousit performs again the 
above-mentioned processing performed to this KIOSK terminal 5 side to 2 times. 
In still carrying out disagreementit stops the processing in KIOSK terminal 5. 
[0029]On the other handin coincidenceDES decryption of the receiving-hosts 
attestation A data is carried out with the common key data K3DES encryption is 
carried out with other common key data K4the attestation A data D2 obtained by 
this decryption is used as reply host attestation A dataand this data is transmitted 
to the player 6a in predetermined form "3." In encryption / decoding section 6a-6 
of the player 6a. DES decryption of this reply host attestation A data is carried 
out with the common key data 4The decrypted attestation A data D2 is 
obtainedthis decrypted attestation A data D2 and transmission host attestation A 
data are compared in control-section 6a-10in coincidencehost attestation is 
transmitted in predetermined transmitting form "4" at KIOSK terminal 5and 
subsequent processing is received. On the other handin the case of attestation 
disagreementthe attestation failure of form "4" is transmitted to KIOSK terminal 
Sand reception of processing after this is forbidden. 

[0030]Nextthe Request to Send of player ID of predetermined transmitting form 
"5" is made from KIOSK terminal 5 to the player 6a. In the player 6b side which 
received thisin encryption / decoding section 6a-716 bytes carries out DES 
encryption at a time by using as a key the attestation A data D2 which uses self- 
player ID for host attestationand this data is transmitted to KIOSK terminal 5 in 
predetermined transmitting form "6." In the encryption/decoding section in KIOSK 
terminal Splayer ID which used the host attestation A data D2 as the 
keydecrypted it 16 bytes at a timeand decrypted it is saved at a storage parts 
store. When there is no transmission of player ID from the player 6aplayer ID is 
required againand when there is still no transmissionthe processing to a player is 
stopped. 

[0031]Subsequentlywhen KIOSK terminal 5 transmits the transfer history Request 
to Send of predetermined transmitting form "7" to the player 6ain the player 6a. 
The history numberhistory transfer frequency which the above-mentioned 
received to storage parts store 6am in control-section 6a-1 Olt is detected 
whether there is any transfer history of contents selling IDsource IDtransfer 
control dataetcln beingit carries out DES encryption of all the transfer histories 
by using the host attestation A data D2 as a key by encryption / decoding section 



6a-6 at the order of sales-contents receptionA transfer history is transmitted in 
predetermined transmitting form "8" to KIOSK terminal 5and DES decryption of 
the received transfer history is carried out by using the host attestation A data D2 
as a key in KIOSK terminal 5. Subsequentlyif KIOSK terminal 5 transmits the 
transfer history deletion request of predetermined transmitting form "9" to the 
player 6aa transfer history will be deleted in the player 6a. When there is no 
transfer history deletion requestthe history transfer frequency of all the transfer 
histories is counted up oneand is saved. And when the player 6a deletes a transfer 
historythe notice of transfer history deletion of predetermined transmitting form 
"10" is transmitted to KIOSK terminal 5. Thereforethese transfer histories are 
behind supplied to the accounting management server Sand are used for the 
information for copyright managementetc. there. 

[0032]Subsequentlyaccording to the operation in KIOSK terminal 5it shifts to 
"contents transfer" and "editing data transmission" selectively. When "contents 
transfer" is chosenthe ticket balance Request to Send of predetermined 
transmitting form "11" is made for KIOSK terminal 5 to the player 6a. In control- 
section 6a-10 of the player 6acompare the balance of the ticket in electronic 
purse 6a-2and 16 bytes carries out DES encryption at a time by using as a key 
the attestation A data D2 which uses this balance for host attestation in 
encryption / decoding section 6a-6This data is transmitted to KIOSK terminal 5 
with transmitting form "12"16 bytes carries out DES decryption at a time by using 
as a key the attestation A data D2 received by host attestation by 
encryption/decoding section of KIOSK terminal Sand the ticket balance is saved at 
a storage parts store. When there is no balance at this timeprocessing is 
stoppedorin the case of a credit methodthat information is transmitted at the 
accounting management server Sand well-known procedure processing is 
performed. When reception of the ticket balance is not obtainedprocessing of the 
above-mentioned balance Request to Send is performed againand player 
processing is stopped when there is no transmission. 
[0033]In the aforementioned processingwhen there is balance 
transmissionsubsequently to the player 6athe availability Request to Send of 
transmitting form "15" is carried out. In the player 6athe header / contents 
availability of the data memorized in storage parts store 6a-5 are comparedand 
the collated result is transmitted to KIOSK terminal 5 with transmitting form "16." 
In KIOSK terminal 5this availability is memorized to a storage parts store. When 
there is no availabilitythe control signal for stopping processing or securing an 
availability by the KIOSK terminal side will be outputted. When there is no 
transmissionthe above-mentioned processing is performed againand play 
processing is stopped when there is still no transmission. 
[0034]Subsequentlythe Request to Send of built-in contents selling ID of 
predetermined transmitting form "17" is performed to the player 6a from KIOSK 
terminal 5. When built-in contents selling ID is recorded in storage parts store 6a- 
5 in the player 6a16 bytes carries out DES encryption at a time by using as a key 
the attestation A data D2 which uses all the contents selling ID for host 



attestationand this data is transmitted to KIOSK terminal 5 with predetermined 
transmitting form "18." When there is no built-in contents selling IDthat is 
transmitted with predetermined transmitting form "18." 
[0035]Subsequentlyif KIOSK terminal 5 transmits sequential for a sales 
headersales subheaderand contents data by predetermined transmitting form 
"19"20and "21" to the player 6arespectivelyThe player 6a answers these and 
transmits each notice of data receiving of predetermined transmitting form "22" to 
KIOSK terminal 5. Subsequentlyin KIOSK terminal 5the 2nd order enciphers by 
using as a key player ID of the player 6a to which the primary encryption 
reproduction key data in the sales header memorized by the storage parts store 
has been transmitted previouslyand this secondary enciphered key data is 
transmitted in predetermined transmitting form "25" to the player 6a. This 
secondary enciphered key data is stored in the key data saved area of the sales 
header of storage parts store 6a-5 in the player 6a. And it reduces several sales 
ticket minutes by electronic purse part 6a-2and the transfer history of receiving 
contents is recorded on the storage parts store m in control-section 6a-10. And 
after these processings are completedthe reproduction key data advice of receipt 
of predetermined transmitting form "26" is transmitted to KIOSK terminal Sand 
the IEEE1394 interface between KIOSK terminal 5 and the player 6a is cut. 
[0036]On the other hand drawing 1 7 is a flow chart when "editing data 
transmission" is chosen instead of the aforementioned "contents transfer"If this 
mode is chosen and KIOSK terminal 5 will transmit the editing data Request to 
Send of predetermined transmitting form "30" to the player 6a as shown in the 
figureThe player 6a answers this and transmits the music of an editing object to 
KIOSK terminal 5 in predetermined transmitting form "31 " in order of the 
reproduction order which begins from 1 in a decimal numberits music data lengtha 
track nameand an artist name. Subsequentlyin KIOSK terminal Sthis send data is 
saved at a storage parts storeand the contents supersession data of 
predetermined transmitting form "32" is transmitted to the player 6a. In the player 
6athe deletion from the regenerated list of the music of reception deletion 
reproduction order and elimination of sales-contents data and sales subheaderthe 
re transfer prohibition process of a sales headeror elimination is performed based 
on this data. And the notice of sales-contents data deletion of predetermined 
transmitting form "33" is transmitted to KIOSK terminal 5. Subsequentlyif KIOSK 
terminal 5 transmits the availability Request to Send of predetermined transmitting 
form "15" to the player 6athe player 6a will answer this and will transmit the 
availability of predetermined transmitting form "16" to KIOSK terminal 5. 
[0037]SubsequentlyKIOSK terminal 5 edits rearrangement of reproduction 
orderetc. based on the data of the aforementioned editing objectand transmits this 
edited data in predetermined transmitting form "34" to the player 6a. In the player 
6athe old reproduction order is changed into new reproduction order based on 
thisand the notice of edited data receiving of predetermined transmitting form 
"35" is transmitted to the player 6a to KIOSK terminal 5 after that. And the 
IEEE1394 interface between KIOSK terminal 5 and the player 6a is cut. 



[0038]Nextwith reference to drawing 1 8 - dr<iwing 23 it explains about the 
communication procedure between Web serv<er 9 in the above-mentioned Internet 
methodand PC client lOand between PC client 10 and the player 6a. Firstif the 
player 6a is connected with PC client 10 via an IEEE1394 interface as shown in 
drawing 18 PC client 10 transmits the player attestation B data of predetermined 
transmitting form "38" to the player 6aand the^ player 6a answers this and 
transmits the reply player attestation B data of predetermined transmitting form 
"39"and host attestation B data to PC client 1 0. Subsequentlyif PC client 1 0 
transmits the reply host attestation B data of predetermined transmitting form 
"40" to the player 6athe player 6a will answer this and will transmit the host 
attestation B result of predetermined transmitting form "41" to PC client 10. 
[0039]Subsequentlyif PC client 10 transmits the ticket balance Request to Send 
of predetermined transmitting form "1 1" to the player 6athe player 6a will answer 
this and will transmit the ticket balance of predetermined transmitting form "12" 
to PC client 1 0. Subsequentlyif PC client 1 0 transmits the availability Request to 
Send of the memory of predetermined transmitting form "15" to the player 6athe 
player 6a will answer this and will transmit the availability of predetermined 
transmitting form "16" to PC client 10. Subsequentlyif transmission of built-in 
contents selling ID which PC client 10 already downloads in the memory of 
predetermined transmitting form "17" to the player 6aand is memorized is 
requiredThe player 6a answers this and transmits built-in contents selling ID of 
predetermined transmitting form "18" to PC client 10. Subsequentlya demand and 
transmission of the same editing data are performed by predetermined form "34" 
and "35" also between the sales kiosk in aforementioned drawing 1 7 and a player. 
Subsequentlywhen a user etc. direct via PC client lOit shifts to each processing of 
"contents selection and purchase"ticket purchaseand "contents edit and 
deletion" selectively. 

[0040]The authentic method in above-mentioned PC client 10 and the player 6alt 
is the same as that of the processing in KIOSK terminal 5 and the player 6a which 
were explained by above-mentioned drawing 1 1 almostThe different point is a 
generation method of authentication dataand is a point which generates the reply 
player attestation B data enciphered using common-key-data K5and a point which 
generates reply host attestation B data using the common key data K6. In the 
above-mentioned casemutual apparatus was attested using attestation A databut 
since we are anxious about the outflow of datadifferent authentication data from 
others is used especially for the authentication data of a between [ PC clients 10 
in this case ]. Thereforeif we are anxious about the outflow of authentication data 
among other apparatusauthentication data may be changed for every apparatus of 
other. 

[0041 ]0n the other handwhen "contents selection and purchase" are chosenas 
shown in drawing 1 9t he exchange of the above-mentioned "ticket balance"an 
"availability"and "built-in contents selling ID" is again performed between the 
client 1 0 and the player 6a. Subsequentlythe client 1 0 transmits content purchase 
demand information to the server 9andsubsequently the server 9 transmits a sales 



content checked result to the client 10. When transmitting aforementioned balance 
send data and built-in content IDit is made to carry out DES encryption by using 
host attestation B data as a key. 

[0042] Subsequently if the client 10 transmits a content purchase demand to Web 
server 9Web server 9 will transmit player attestation A data to the client 
1 0andsubsequently the client 10 will transmit this player attestation A data to the 
player 6a. Subsequentlythe player 6a answers thisreply player attestation A data 
and host authentication data are transmitted to the client 1 0andsubsequently the 
client 10 transmits this reply player attestation A data and host attestation A data 
to Web server 9. 

[0043]Subsequentlythe server 9 transmits reply host attestation A send data to 
the client lOandsubsequently the client 10 transmits this reply host attestation A 
send data to the player 6a. Subsequentlythe player 6a answers thisthe result of 
reply host attestation A data is transmitted to the client lOandsubsequently the 
client 10 transmits this result to the server 9. 

[0044]As shown in drawing 20W eb server 9 to PC client 1 0 Nextpredetermined 
transmitting form "5"A player ID Request to Senda ticket balance Request to 
Sendan availability Request to Senda built-in contents selling ID Request to 
Sendand a transfer history Request to Send are transmitted by "1 1"1517and 
"7"respectively. Subsequentlyif PC client 10 transmits the player ID Request to 
Send of predetermined transmitting form "5" to the player Bathe player 6a will 
answer this and will transmit player ID of predetermined transmitting form "6" to 
PC client lOIf PC client 10 transmits the ticket balance Request to Send of 
predetermined transmitting form "1 1" to the player 6athe player 6a will answer 
this and will transmit the ticket balance of predetermined transmitting form "12" 
to PC client 10. 

[0045]If PC client 10 transmits the availability Request to Send of predetermined 
transmitting form "15" to the player 6athe player 6a will answer this and will 
transmit the availability of predetermined transmitting form "16" to PC client lOIf 
PC client 10 transmits the built-in contents selling ID Request to Send of 
predetermined transmitting form "17" to the player 6athe player 6a will answer 
this and will transmit built-in contents selling ID of predetermined transmitting 
form "18" to PC client lOIf PC client 10 transmits the transfer history Request to 
Send of predetermined transmitting form "7" to the player 6athe player 6a will 
answer this and will transmit the transfer history of predetermined transmitting 
form "8" to PC client 10. PC client 10 transmits player IDthe ticket balancean 
availabilitybuilt-in contents selling IDand a transfer history to Web server 
9respectively by such predetermined transmitting forms "6"121618and "8." And 
this transfer history will be transmitted to the accounting management server 8as 
mentioned above. 

[0046] Subsequentlyif Web server 9 collects transfer historiesand the transfer 
history deletion request of predetermined transmitting form "9" is transmitted to 
PC client 10PC client 10 will transmit the transfer history deletion request of this 
transmitting form "9" to the player 6aThe player 6a deletes the transfer history 



which answers this and is memorized by the storage parts store m in control- 
section 6a-10. And if the notice of transfer history deletion of predetermined 
transmitting form "10" is transmitted to PC client 10PC client 10 will transmit the 
notice of transfer history deletion of this transmitting form "10" to Web server 9. 
In the player Gaexcept for transmission of an availabilityDES encryption is carried 
out and transmission of these data is transmitted by using host attestation A data 
as a key. 

[0047]SubsequentlyWeb server 9 transmits a sales headersales subheaderand 
sales-contents data by transmitting form "19"20and "21" to PC client 
1 0respectively. Subsequentlythe player 6a remembers these data that PC client 
10 transmits a sales headersales subheaderand sales-contents data by 
transmitting form "19"20and "21" to the player 6arespectively to storage parts 
store 6a-5. and each notice of data receiving of transmitting form "22" is 
transmitted to PC client lOPC client 10 is alikereceives and it transmits the notice 
of data receiving of this transmitting form "22." 

[0048]Subsequentlyif Web server 9 transmits the reproduction key data of 
transmitting form "25" to PC client 10 as shown in drawing 21 PC client 10 will 
transmit the reproduction key data of this transmitting form "25" to the player 6a. 
Subsequentlythe player 6a stores reception reproduction key data in the key data 
saved area of a sales headerand. Record the cut for several purchase ticket 
minutesa receiving contents data transfer historyetc.and the reproduction key 
data advice of receipt of transmitting form "26" is transmitted to PC client 10PC 
client 10 transmits the reproduction key data advice of receipt of this transmitting 
form "26" to Web server 9. And the IEEE1394 interface between PC client 10 and 
the player 6a is cut. 

[0049]Nextwith reference to drawing 22 it explains about the case where "contents 
edit and deletion" are chosen in drawing 1 8 . In this processingthe circuit between 
the server 9 and the client 10 is performedwhere it was not connected but 
between the client 10 and the players 6a is connected. Firstif the client (host side) 
10 transmits contents supersession data to the player 6athe player 6a will delete 
data like the player processing 1 1 of drawing 1 7 based on this. And the notice of 
contents deletion is transmitted to the client 1 0. 

[0050]Nextediting processing is performed in the client 10 here. The processing is 
explained with reference to drawing 23 . Firstif the contents of the editing object 
transmitted from the player 6a are displayed (Step SI) and an edit item is 
subsequently inputted (Step S2)the contents of an editing object will be edited 
according to an inputted item (Step S3). And if the aforementioned edited data is 
transmitted as shown in drawing 22t he player 6a will answer this and will transmit 
the notice of edited data receiving to the client 10. 

[0051]Nextwith reference to drawing 24 - drawing 26 it explains per example of 
another "contents selection and purchase" corresponding to drawing 19 - drawing 
21 . That isin drawing 1 S when "contents selection and purchase" are chosenas 
shown in drawing 24t he client 10 transmits content purchase demand information 
to the server 9andsubsequently the server 9 transmits a sales content checked 



result to the client 10. Subsequentlyif the client 10 transmits a content purchase 
demand to the server 9The server 9 carries out through [ of the client 10 ]and 
transmits player attestation A data to the player 6aand this is answeredand the 
player 6a carries out through [ of the client 1 0 ]and transmits reply player 
attestation A data and host authentication data to the server 9. Subsequentlyif 
the server 9 carries out through [ of the client 10 ] and transmits reply host 
attestation A send data to the player 6athis is answeredand the player 6a will 
carry out through [ of the client 10 ]and will transmit the result of reply host 
attestation A send data to the server 9. 

[0052] Nextif the server 9 carries out through [ of the client 10 ] and transmits a 
player ID Request to Senda ticket balance Request to Sendan availability Request 
to Senda built-in contents selling ID Request to Sendand a transfer history 
Request to Send to the player 6a as shown in drawing 25 This is answeredand the 
player 6a carries out through [ of the client 10 ]and transmits player IDthe ticket 
balancean availabilitybuilt-in contents selling IDand a transfer history to the server 
9. 

[0053]Subsequentlyif the server 9 carries out through [ of the client 10 ] for a 
transfer history deletion request and transmits to the player 6athis is answeredand 
the player 6a will carry out through [ of the client 1 0 ]and will transmit the notice 
of transfer history deletion to the server 9. Subsequentlyif the server 9 carries out 
through [ of the client 10] and transmits a sales headersales subheaderand sales- 
contents data to the player 6athis is answeredand the player 6a will carry out 
through [ of each notice of data receiving land will transmit the client 10 to the 
server 9. Subsequentlyif the server 9 carries out through [ of the client 10 ] and 
transmits reproduction key data to the player 6a as shown in drawing 26t his is 
answeredand the player 6a will carry out through [ of the client 10 ]and will 
transmit reproduction key data advice of receipt to the server 9. And the 
IEEE1394 interface between the client 10 and the player 6a is cut. 
[0054]Nex tdrawing 27 is referred to and it explains per processing of the data 
transfer between the player 6a and 6b. Firstin encryption section 6a-5 of the 
player (host side) 6a8 bytes of random number attestation A data D1 is 
createdDES encryption is carried out with the common key data Kland this 
enciphered attestation A data D1 is transmitted to the player 6b via data transfer 
interface 6a-1 in 8 bytes of predetermined transmitting form "1." In [ in the player 
6breceive this player attestation A data D1 via data transfer interface 6b-1and ] 
encryption / decoding section 6b-6DES decryption is carried out with the common 
key data K1DES encryption of the attestation A data D1 obtained by this 
decryption is carried out with other common key data K2and reply player 
attestation A data is created. Create 8 bytes of random number attestation A data 
DSandsimultaneously with itDES encryption of this attestation A data D3 is carried 
out with the common key data K3 of further othersThis data is used as host 
attestation A dataand host attestation A data and said reply player attestation A 
data are again replied to the player 6a in predetermined transmitting form "2." 
[0055]In the player 6areceive reply player attestation A data and host attestation 



A data via data transfer interface 6a-1 supply these to encryption / decoding 
section 6a-6and hereDES decryption of the reply player attestation A data is 
carried out with the common key data K3and this decrypted attestation A data D1 
and the transmitting attestation A data Dl are compared in control-section 6a-10. 
As a result of collationin being inharmoniousit performs again the above-mentioned 
processing performed to this player 6a side to 2 times. In still carrying out 
disagreementit stops the processing in the player 6a. 

[0056]On the other handwhen in agreementDES decryption of the receiving-hosts 
attestation A data is carried out with the common key data K3DES encryption is 
carried out with other common key data K4the authentication data D2 obtained by 
this decryption is used as reply host attestation A dataand this data is transmitted 
to the player 6b with predetermined transmitting form "3." In encryption / 
decoding section 6b-6 of the player 6b. DES decryption of this reply host 
attestation A data is carried out with the common key data 4The decrypted 
attestation A data D2 is obtainedthis decrypted attestation A data D2 and 
transmission host attestation A data are compared in control-section 6b-10in 
coincidencehost attestation of predetermined transmitting form "4" is transmitted 
at the player 6aand subsequent processing is received. On the other handin the 
case of attestation disagreementthe attestation failure of predetermined 
transmitting form "4" is transmitted to the player 6aand reception of processing 
after this is forbidden. 

[0057]Subsequentlythe Request to Send of player ID of predetermined 
transmitting form "5" is made from the player 6a to the player 6b. In the player 6b 
side which received thisin encryption / decoding section 6b-716 bytes carries out 
DES encryption at a time by using as a key the attestation A data D2 which uses 
self^player ID for host attestationand data is transmitted to the player 6a in 
predetermined transmitting form "6." In the encryption / decoding section 6a-6 in 
the player 6aplayer ID which used the host attestation A data D2 as the 
keydecrypted it 1 6 bytes at a timeand decrypted it is saved at the storage parts 
store m. When there is no transmission of player ID from the player 6bplayer ID is 
required againand player processing is stopped when there is still no transmission. 
[0058]Subsequentlythe ticket balance Request to Send of predetermined 
transmitting form "11" is made from the player 6a to the player 6b. In control- 
section 6b-10 of the player 6bcompare the balance of the ticket in electronic 
purse 6b-2and 16 bytes carries out DES encryption at a time by using as a key 
the attestation A data D2 which uses this balance for host attestation in 
encryption / decoding section 6b-6This data is transmitted to the player 6a with 
transmitting form "12"16 bytes carries out DES decryption at a time by using as a 
key the attestation A data D2 received by host attestation encryption / decoding 
section 6a-6 of the player 6aand the ticket balance is saved at the storage parts 
store m. When reception of the ticket balance is not obtained at this 
timeprocessing of the above-mentioned balance Request to Send is performed 
againand player processing is stopped when there is no transmission. 
[0059]If there is balance transmission nextthe availability Request to Send of 



predetermined transmitting form "15" will be made the player 6b. In the player 
6bthe header / contents availability of the data memorized in storage parts store 
6b-5 are comparedand the collated result is transmitted to the player 6a with 
predetermined transmitting form "16." In the player 6athis availability is 
memorized to the storage parts store m. When there is no transmissionthe above- 
mentioned processing is performed againand play processing is stopped when 
there is still no transmission. 

[0060]Subsequentlythe Request to Send of built-in contents selling ID of 
predetermined transmitting form "17" is performed to the player 6b from the 
player 6a. In order to record transmitted built-in contents selling ID already in 
storage parts store 6b-5 in the player 6b 16 bytes carries out DES encryption at a 
time by using as a key the attestation A data D2 which uses all the contents 
selling ID for host attestationand this data is transmitted to the player 6a with 
predetermined transmitting form "18." When there is no built-in contents selling 
IDthat is transmitted with predetermined transmitting form "18." 
[0061 ]In the player 6atransmission contents selling ID memorized by storage parts 
store 6a-5 and built-in contents selling ID transmitted from the player 6b are 
compared in control-section 6a-6. When there is same contents selling 
IDprocessing of the player 6a is stopped. When there is no same contents selling 
IDthe transfer control data re transfer generation number in a transmission 
contents selling header is checked. When a transmission generation number is 
[impossible [ a OOOOrcopy ]] as a result of a checklndicate a copy is [improper] and 
processing is stoppedand the player 6b side will display [ in / through regenerating 
section 6a-8 / for that / indicator 6a-3 ] similarly [a copy is improper] on 
indicator 6b-3if reception of data is not obtained in predetermined time. 
[0062]When a transmission generation number is more than [0001 ]The re transfer 
generation number of transfer control data is counted down one timeDES 
encryption is carried out by using as a key the attestation A data D1 which uses 
the sales header except the reproduction key data of transmission contents at the 
time of attestation of the player 6band it transmits to the player 6b in 
predetermined transmitting form [19]. In the player 6breceive thisand carry out 
DES decryption using the attestation A data Diand a sales header is memorized 
to storage parts store 6b-5and advice of receipt is transmitted to the player 6b. 
[0063]In the player 6awhen storage parts store 6a-5 has sales subheaderDES 
encryption is carried out by using as a key the attestation A data D1 used like the 
case of the aforementioned sales header at the time of attestation of the player 
6band it transmits in predetermined transmitting form [20] to the player 6a. In the 
player 6aDES decryption is carried out by using the attestation A data D1 as a 
keyand this sales subheader is memorized to storage parts store 6b-5. When there 
is no sales subheader information in the player 6athe contents data enciphered by 
the above-mentioned method is transmitted in the following predetermined 
transmitting form [21]. In the player 6bthis contents data is memorized to storage 
parts store 6b-5and advice of receipt is returned in predetermined transmitting 
form [22]. 



[0064]Subsequentlyin the player 6ain encryption / decoding section 6a-6DES 
decryption of the secondary encryption reproduction key data of the transmission 
sales header reproduction key saved area in storage parts store 6b-5 is carried 
out by using ID of a self-player (6a) as a keyand primary encryption reproduction 
key data is decoded. And secondaryDES encryption processing Is again performed 
by using as a key ID of the player 6b which is the destination about this primary 
encryption reproduction key dataand this reproduction key data enciphered the 
2nd order is transmitted to the player 6b in predetermined transmitting form [25]. 
This secondary enciphered key data is stored in the key data saved area of the 
sales header of storage parts store 6b-5 in the player 6b. And it reduces several 
sales ticket minutes by electronic purse part 6b-2and the above-mentioned 
transfer history of receiving contents is recorded on the storage parts store m of 
6in control section b-1 . And after these processings are completedthe 
reproduction key data advice of receipt of predetermined transmitting form "26" is 
transmitted to the player 6aand the IEEE1394 interface between the player 6a and 
the player 6b is cut. 

[0065]Nextespecially a point that drawing 28 and drawing 29 are another examples 
of the data transfer between the above-mentioned player 6a and the player 6band 
is different from the above-mentioned example is a point of getting a transfer 
history from the player 6b. Since predetermined transmitting form [1] - [6] is the 
same as that of explanation of drawing 27 which is the above-mentioned exampleit 
omits explanationand it explains from transmitting form [7]. With this transmitting 
form [7]a transfer history is required from the player 6b from the player 6a. In the 
player 6bit is detected whether the storage parts store m in control-section 6b-10 
has a transfer historyin beingit carries out DES encryption of all the transfer 
histories by using the host attestation A data D2 as a key by encryption / 
decoding section 6b-6 at the order of sales-contents receptionit answersa 
transfer history is transmitted in predetermined transmitting form "8" to the 
player 6aand DES decryption of the transfer history is carried out by using the 
host attestation A data D2 as a key in encryption / decoding section 6a-6 in the 
player 6a. And in control-section 6a-10it confirms whether to be the no which can 
be copied based on these dataand that is transmitted to the player 6b in 
predetermined form [9]. Especially in the player 6bwhen a copy is not madethat is 
displayed by indicator 6b-3 through regenerating section 6b-8. When a copy is 
goodthe history transfer frequency of all the transfer histories is counted up 
oneand is saved. And reception of the aforementioned data is transmitted to the 
player 6a with predetermined transmitting form "10." 

[0066]And when it is judged that a copy is possibleit goes on to "contents 
transfer" processingand the ticket balance Request to Send of predetermined 
transmitting form "11" is made from the player 6a to the player 6b. In control- 
section 6a-10 of the player 6bcompare the balance of the ticket in electronic 
purse 6b-2and 1 6 bytes carries out DES encryption at a time by using as a key 
the attestation A data D2 which uses this balance for host attestation in 
encryption / decoding section 6b-6This data is transmitted to the player 6a with 



transmitting form "12"16 bytes carries out DES decryption at a time by using as a 
key the attestation A data D2 received by host attestation encryption / decoding 
section 6a-6 of the player 6aand the ticket balance is saved storage parts store 
6a-5. When reception of the ticket balance is not obtained at this timeprocessing 
of the above-mentioned balance Request to Send is performed againand player 
processing is stopped when there is no transmission. 

[0067]In the aforementioned processingwhen there is balance transmission 
nextthe availability Request to Send of transmitting form "15" is made the player 
6b. In the player 6bthe header / contents availability of the data memorized in the 
storage parts store m are comparedand the collated result is transmitted to the 
player 6a with transmitting form "16." In the player 6athis availability is memorized 
to a storage parts store. When there is no transmissionthe above-mentioned 
processing is performed againand play processing is stopped when there is still no 
transmission. 

[0068] Nextthe Request to Send of built-in contents selling ID of predetermined 
transmitting form "17" is performed to the player 6b from the player 6a. When 
built-in contents selling ID is recorded in storage parts store 6b-5 in the player 
6b 16 bytes carries out DES encryption at a time by using as a key the attestation 
A data D2 which uses all the contents selling ID for host attestationand this data 
is transmitted to the player 6a with predetermined transmitting form "18." When 
there is no built-in contents selling IDthat is transmitted with predetermined 
transmitting form "18." 

[0069]Subsequentlyif the player 6a transmits sequential for a sales headersales 
subheaderand contents data by predetermined transmitting form "19"20and "21" 
to the player 6brespectivelyThe player 6b answers these and transmits each 
notice of data receiving of predetermined transmitting form "22" to the player 6a. 
Subsequentlyin the player 6ain encryption / decoding section 6a-6DES decryption 
of the secondary encryption reproduction key data of the transmission sales 
header reproduction key saved area in storage parts store 6b-5 is carried out by 
using ID of a self^player (6a) as a keyand primary encryption reproduction key 
data is decoded. And secondaryDES encryption processing is again performed by 
using as a key ID of the player 6b which is the destination about this primary 
encryption reproduction key dataand this reproduction key data enciphered the 
2nd order is transmitted to the player 6b in predetermined transmitting form [25]. 
This secondary enciphered key data is stored in the key data saved area of the 
sales header of storage parts store 6b-5 in the player 6b. And it reduces several 
sales ticket minutes by electronic purse part 6b-2and the transfer history of 
receiving contents is recorded on the storage parts store 6m. And after these 
processings are completedthe reproduction key data advice of receipt of 
predetermined transmitting form "26" is transmitted to KIOSK terminal Sand the 
IEEE1394 interface between KIOSK terminal 5 and the player 6a is cut. 
[0070]In the above-mentioned explanationalthough the data transfer procedure 
between the approval box 7the player 6aand 6b was not explained in full 
detailExcept for the step of selection of the [contents transfer] in the data 



transfer procedure between kiosk players shown by drawing 1 l and [editing data 
transmissionlprocessing to predetermined transmitting form [1] - [12] is almost 
the sameand the above-mentioned electronic ticket is published as processing 
after that. Thereforethe cipher system at the time of transmitting the authentic 
method and player ID of mutual apparatus is also the same. 

[0071] Although the above-mentioned key data is enciphered by player ID and he is 
trying to decryptFor examplewhen it is a recording medium like the memory device 
which storage parts store 6a-5 and 6b-5 which record the player 6a and the 
contents data in b can detach and attach freelylD is given to a recording medium 
and it may be made to do encryption and decryption of based on this ID. When 
storage parts store 6b-5 can detach and attach freely in this wayit records on a 
predetermined region in the stateenciphering contents data by XOR operation with 
a reproduction key as mentioned aboveand it may be made to record on the 
predetermined region which has enciphered header information. 
[0072]Although it is preventing from performing the above-mentioned editing 
processing only in the KIOSK terminal and PC client which are selling agency 
terminalsit is easy to be the editing device with which copyright managementsuch 
as editing the data enciphered as the alteration of not only them but contents 
data is not performedwas devised. 

[0073] Drawing 30 is a figure showing the format of text dataText data is 
constituted by two or more text "1" - "N" as shown in drawing 30 (a)and each of 
text "1" - "N" is constituted by two or more text frame "1" - "N" as shown in 
drawing 30 (b). Text frame "1 " Both each of - "N" is the same cipher systems as 
the time of enciphering contents data at the time of authoringit comprises same 
1 6 bytes as reproduction key dataand is constituted by the time stamp of 3 
bytesthe frame number of 1 byteand 1 2 bytes of text data, and the above- 
mentioned encryption and decoding — reproduction key data and text frame "1" - 
" — it is carried out by doing an exclusive OR (XOR) operation to every [ N" / 
every ]i.e.16 bytes. 
[0074] 

[Effect of the Invention]As explained aboveaccording to this inventionperform 
encryption that a copy is not performedand. The contents data which is live data 
for examplereproduction with quicker reproduction speed is requiredFor 
examplereproduction with so quick processing speed is not requireda cipher 
system with header information etc. is changedit is considering it as the 
complicated cipher system a code not leaking even if the direction of contents 
data is made into the cipher system which can be decrypted without requiring time 
and decryption takes time somewhat to the direction of header informationit 
seems that it acts as an information bureau where reproduction key data is 
contained that it is hard to be known more than formerand is made not to interfere 
with reproduction timing. 
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[Brief Description of the Drawings] 

[Drawing 1] It is a lineblock diagram showing an example of the contents selling 
system which goes via the KIOSK terminal as which this invention is adopted. 
[Drawing 2] It is a lineblock diagram showing the example of the contents selling 
system by the Internet form that this invention is adopted. 

[Drawing 3] It is an explanatory view showing the composition of the sales header 
distributed to the player of drawing 1 . 

[Drawing 4] It is an explanatory view showing the composition of the sales header 
given by authoring of drawing 1 . 

[Drawing 5] It is an explanatory view showing the composition of the sales 
subheader distributed to the player of drawing 1 . 

[Drawing 6] It is an explanatory view showing the composition of the transfer 
control data in drawing 4 and drawing 5 . 

[Drawing 7] They are drawing 1 and a flow chart which shows primary encryption 
processing of the authoring system of drawing 7 . 

[Drawing 8] It is a flow chart which shows secondary encryption processing of the 

KIOSK terminal of drawing 1 and drawing 7 and a Web server. 

[Drawing 9] It is a flow chart which shows the copy management processing of 

drawing 1 and the copied material player of drawing 7 and secondary encryption 

processing. 

[Drawing 10] It is a composition outline lineblock diagram of a player. 

[Drawing 11] It is an explanatory view showing the procedure of the data transfer 

between kiosk players. 

[Drawing 1 2] It is an explanatory view showing the procedure which drawing 1 1 
followed. 

[Drawing 13] It is a lineblock diagram of transmission form. 

[Drawing 14] It is a figure showing the example of the code of a sending agency. 
[Drawing 15] It is a figure showing a command. 

[Drawing 16] It is a figure showing commands other than drawing 1 5 . 
[Drawing 1 7] In drawing 11 it is an explanatory view showing processing when 
transmission of editing data is chosen. 

[Drawing 18] It is an explanatory view showing the data transfer procedure 

between internet server Internet client players. 

[Drawing 1 9] It is an explanatory view which follows drawing 18 . 

[Drawing 20] It is an explanatory view which follows drawing 19 . 

[Drawing 21] It is an explanatory view which follows drawing 20 . 

[Drawing 22] It is an explanatory view showing a procedure when contents edit and 

deletion are chosen in drawing 18 . 

[Drawing 23] It is a figure for explaining the editing processing of a client. 
[Drawing 24] In other another examples of contents selection and purchasethey 
are drawing 1 9 - a figure corresponding to drawing 21 . 
[Drawing 25] It is a figure which follows drawing 24 . 
[Drawing 26] It is a figure which follows drawing 25 . 



[Drawing 27] lt is an explanatory view showing the transfer procedures between 
player players. 

[Drawing 28] It is an explanatory view showing the transfer procedures of other 

examples between player players. 

[Drawing 29] It is a figure which follows drawing 28 . 

[Drawing 30] It is an explanatory view showing the format of text data. 

[Description of Notations] 

1 Authoring system (host) 

2 Transmission server 

3 Uplink center 

4 Satellite 

5 KIOSK terminal (a source terminala selling agency terminal) 
6a and 6b Player (a destination terminala sale place terminal) 
6a-l and 6b-1 Data interchange transmission face 

6a-2 and 6b-2 Electronic purse 

6a-3 and 6b-3 Indicator 

6a-4 and 6b-4 Final controlling element 

6a-56b-5and m Storage parts store 

6a-6 and 6b-6 Encryption/decoding section 

6a-76b-7 data compression / expanding part 

6a-8 and 6b-8 Regenerating section 

6a-9 and 6b-9 Output terminal 

6a-10 and 6b-10 Control section 

9 Web server (internet server) (source terminal) 

10 The PC client for Internet services 
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fg-r* Zfly—^6a TWs SUiSlgP 6 a -10rt<DfB1i 
aJ6am{cKJJE0!)5lfiL/cJSffia. H^SIlHliS. =l> 

•fbSP 6 a -6Tlfi^ □ > X >*y SfSllilC^Sa^SM^^X 
^S!IIAx-^D2*a<!:LTDESBfi^g•^bU 
-i'iSs*5Jc3?tLTF/r^©5^{i:7*-A rsj TKj^SS 

XHSEAx-^»D2«atLTDESffi^tfb-r*, ^ 

tNT'=lF7|-X'?SS* 5 A'iy U— \' 6 a IcS* LTF/rSOjii'fB 

— ^6 aT'liS5^Sffi^«'M-rS„ ^fc. fejE^SraiM 
o>^y*-J^ ri oj (DeSSflBffiBUMSSJEO^JMfSr 
[0 0 3 2] :*t^T=lr:!l-x-f^3fe5Ji:*st+«smcc£;u: 



-I' 6 a<0SiJffllgP6 a-10T««^i*flJ6 a-2lci5ltS 

6 a-6(C^3t^T<t-^X h^iltC'IsM L/j:^iIAx-'5» D 2 
^atLTI 6/^'rh-if-PDESBi^fbLTs COx- 
ri 2j (Cj:y=lr:tX':7!iS5l5 5(c2g{l 
L. +^h;^'J^^5fe5(3[)BS^tfb/«#^ba5T*XhKHET- 
SfllLfcigliEAx— 5'D2«^aiLT1 6/^<h-ifOD 
ESffi^fbL. ^-Jr-v h^S^SBItSUlC^^-rS, C:<D 

[0 0 3 3] BiJsB<7)^i^!.^i^Cfct^T^ SajMffljtf'feo/cli 
^ICW. ;^ct^T-yU— ^6 a(c2i^7:t-A n 5j <0 

^^mmMmmm^T^. ^u— v e a -ewsBitgiJ e a 
-5i*g»cfBlf 3■tlrt^Sx-^^<^K^•y ^-/n VxV'y^ 

tte:(D^#§S*IB1fg|5(CfB1fr«o S^SS38«*t^Ji 

[0 0 3 4] 3!^:t^T+7|-x->ffi5fe56^63''^-^6 ale 

m^<Dj^ffi7*-A ri 7j tort^zivxV'ysssfe i d 

(D^^mm^^noo a tCiJltSf3iSg|J6 a -5 

l*llci^a=i>x>"ySSTO I D^i«fB^;*■tlTt^;5ii•&^^: 
li. ^=]>x>"yiE^I D^/I^XhtHSEtclSfflL/cKIil 
Ax-^D2^a<hLT1 e/^'T h-dt-PDESSg^^b 
U CWx— 5'*p;r^©5M^7:i--A ri 8j IZ^V=^ 
:tX<7i^^5l,C'M^^, P^Mzi >xVySS56 I D 6'^^ 

[0 0 3 5] :^t^T■=lr*X^S*5#<:/^— ^^6 alCjsf 

LTm^a)jMfl7Rh-i* ri 9j . r2 0j . r2 u 
Ttti'enmm^y ^\ m^v-:^^'^^. =i>x>"yx 

LT+:tX-J'ffi*5lz:JttLTRlr^(DjMfS7;!i--A r2 
2j tO^x— Sigfgil5EP*i^ffl-r«c ^Jct^T-^^r^tX-^SS 
^ 5 T'Ws IBIfgPtClBlfS-tVTtNSSS^-^-y f*g<D 1 
Bg^fbS^Hx-^^JfelcJMfSTJ-nT^/cyu— V 6 a 
©T^U-i' I D^ai:LT2?{i:Bf#<bLs ^(02^m^ 
{bSx- L/— ^ 6 a icjvf Lrm^©ilS«7 :i- -A 
r2 5j T-^Sfg-rSo 1?6aTtt. c:©25ft:Bf# 

fbSx— Jf^lBlfgPe a-5tDlS5g'\<y^«'(Dax— 5"R# 
^feEtc*S«rtr«, ^LTs «^S3f^|;g|J6 a-2lcj:yi6^ 

hWL-i^mau gm=]>x>'y<3!)^Jiffi««ijii9 
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mmtmrr^t. m&o^my^-u r2 6j on^ 

fix— S'§«jl*a=&4^7t-X'>5S*5(C2imU 
«B5fe5<tyL/— iF-e aCDH© I E E E 1 3 94'f 

[0 0 3 6] S/c. —15. 01 7ti. t!jf3<D r=i>7^v 

+31»T'16^6ji&*«S^Sx ^-WttT^— Si«s 
1J ■e=*^*X-5'«S*5lc5gfl|-r«c 55ct^-e4^;tX-J'^5l5 

li:i>fLTmS053^{i:7*-A r3 2j ©uv^^v^y^ij^ 
avT^v'yT^-^^Biji^fli^jJS^-rSc 

Sb5I55*VU'— 1^6 ali:S«tLTmScD2i{S7:i— A ri 

5 J (D^i^^mMmm^^'^mr^t. ^u-^6a«! 

-ix ri 6j <0S*§»*3Sfl-r«o 

[0 0 3 7] 3!ct^-e+:d-X'?iS5fe5^i. B^SBtD^B^)^^ 

t\ c:©ayilSS*7^-^'«:^U— 1^6 a(c3stLTm^<D 
aifS7:!i--A r3 4j -cmimT^o -:f\y—V6 aTlt. 

5j ©l^^T^— S«Sfiii59]*:^b— ^6 afc5Mfl|-r 

f-LTx ^^Tl-X^iSsSfeSi:/^— ^6 aOPacD I E 
EE 1 3 9 4-fy^i7x-X^<5!J»fr*o 
[0 0 3 8] ^fcte, mmO'O'S'-^y hlD^icisii-^ 

'^^-fT'Vh 1 0<!::^u— 1^6 a <Dra©ii{S#liilcrp 
Ell 8~g|2 3^#BgLTiMBa-r«, El 8 

iz^-r<i:^izPC^^'<T>h ^ oi:j^u— ic6 aiP I 

E E E 1 3 9 4'r>^7x-X^^>LTigi^;*-tlS<!:s 

ft^^-L. r3 8j ©yU— ^igBEBx-^i^^SfBU 

■;>'[y—^6ati^^nicm'^LTPC<7'^-fT>b 1 0(c 
3*Lm^o5^'fl7=t-/:. r3 9j <omm:f\^-^W.at 

^•^'TT'Vh 1 0±i«:?^U— ^6 a{<:*sfLTm^OaSfll7 

r4 0j <D)S^g'1-^X^^iiEBx— sf^ssifsr^ 
i:^ yu— Veaib^CttJcuS^LTPC'^^'fT'Vhl 
oiciiLTFH^(OMisy*-K r4ij o^Kxh^^B 



[0 0 3 9] 3fet^TP C'j7-7'r7'> h 1 Ofi«:?^U— 1['6 
alc3tfLrp/r^OJMfS7:d--A ri ij (D^^-^y hSiS 
SI{iS5R^2lfB-rSi. yu— \'6aA(iJ!:tllclS^LT 

2j O^^'^y h^S^jMfS-rSo ;^^:c^T'PC'?^'f7'> 
h 1 O^i^U— \'6alCj?fLTm^©J^«3'*-A ri 

5j <r>:^=Btj<D^^^^mm^^TS^r^ts zfi^- 

I'e a3S«z:tLlctS§LTPC^^'r7'> h 1 OlcJtfLT 

ms<o]3ifB7*-A ri 6j (D^*3gi^jii«r«, 
ls-^PC<7^-fyy^•^ o*'«yb— V6 atc^fLzm^ 
(02ifli7*-A ri 7J (0. ^t^'JicBEfc^f-i^vp-K 
^•^^T5B1S^tlTt^§rtit=l>x>•yIg^ I D<D)^«^ 
S^-rsiix yu— ^^6 a^i«^:^^^c^S^LTPC'?^•< 
y'>^1 0{C*fLTm^<D3ifi7;i--/x ri 8j (Of^M 

r34j , r3 5j lc<tyij§30EIl 7tciJtt§aB^+ 

tmft^nt>tl^. 5»:t^TrL— tf*^!6i«PC<5'^'r7'> 
M 0*:n-LTJi5^-rSii<!:(cJ:y rzi>x>>y)iJ|? • 
9IAJ s r^^/r-y hllAj . rz]>5^>'yi|l*.gij||jti 

[0040] fa. MKEtDPO^-fT'Vh 1 o<h:;^u- 
■V6 a i:lcj5tt^^gE:)^iettx iua5<D0 1 1 TSi^Lfc 
4^:tX^S*5 tT'U— \'6 a tlCtSif^mmtlSiim 

Six— $f K 5*fflt^TBi^'^k^•t^/^:^I«7^^— A'KEEB 
x-^^^fiE-rSiSi:, ttiiax— 5« K 6*ffl^,^T®« 

ttiSilA X— Si ^fflt^TSt^®iilS5^^iE■rS J: 5 ic L 

/c6\ ttic. iicDJi^opc-j'^-i'T'vh 1 omt(om 

SEx-^»Wx X— 5i©-3Sai««S,'^S-nSC:i<)^6flfi<ttt 
a3S:*RliEx-5i*fflO>Tt^S, SfoT. EU:fS<0«Hg 
lglT-KIIx-i5»©5ftffi6^»3t5-n«J:3*6. fB©8IS 
Slc^iiEx- 6-a-T 
[0041] Sfc. rziVT^vyaS? • ilAJ 

siRS-nrcJi^tcttx El 9ic/TR-r<fcaic'5'^f7'y h 
r^^^JD rrta=i>x>"yfls^ I Dj co^vm 

LT=l>x>'ySIAM5RtifS^5lf«L. tkl^T-^-/^9 

&<7'^^7yY■^ otcJtfLTflEjfert^^x'yi^ie^^jS 
^s-r«o ilSx HiJIB<0«B5^flx— Si-¥>rta=l>x>'y I 

[0 0 4 2] :^t^T■■^'^■1'Z>^• 1 Otf^We b-t^— A'9 
lcS*LT=l>xV'y«AM:R«SS^-r«<!:. Web-9— 
/<C96S'5'-7'r7'>H Olc3tfLT:^b— ^'SgSEAx— Si 

— \'6 a *!«c:*HcjS§LT^^'1'7'> h 1 0 icJsfLTjS 
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[0 0 4 3] ;^[t^T+^-A93tP'J'^'r7'> h 1 0 IcML 

ZVH 03««7^U— \'6 afc3«fLTC:<DJlfI<hXhK[SE 
A2^<Sx-^j«SSfl|-r«, :*t^•^:/^— ^eajJrcntc 

SS^LT^'5'r7'>h 1 OtcStfLTJIfi'l-vXhKilAT^ 

[0 0 4 4] 'Mc. El 2 0 IC/T^r <fc 5 Web-9— 
9]tj«PC^^-f7>h1 0tC?!fLTm^<05SI{17*-A 

rsj . ri ij , ri 5j . ri 7j . ryj T-f-*i 
^>tL^U— I Dj^fflgSJ. ^^-y hSIS5M«SS?x ^ 

03fi!«:/U— ^6 a(C35fLTmSOSfll7*-ix rsj <0 

{CJSSLTPC-^^-ry'VH 0(c3*LTm^®5^fil7 
r6j (D:/^— VI D^aS^SU PC-J'^-fT'V 
1-1 OjS'T'U— V6 alc3tfLTm^0)3gffi7*-A Ti 

1 J (D^^-ir-y vmmBmm:Wmt^iiy\y-'^6 a 

6^iltHJ:fS^LTPC'57^'r7'>H OlcS^LTm^© 

[0 0 4 5] Sfc. PC-5'^'f7'>H 0 6^:?^U-^6 
alc5trLTm^<03^«7*-/:. ri 5j 
S«*iMfl|-r«<t yu-i'6 a 38«C*t(cjS§LT P 
^-rzvhi 0^^:3^^LTF/rS<D3ll«7^^-A ri 6j cD 
^^•SS^jJ^fiL. PC'j^^-fT'vh 1 o««yu— \r6 
a^<:3^tLTm^£0J^^i7R^-A ri 7j (DP»gM=l>5"> 

JS^LTPC'^^'rT'VM 0lC5ffLTm^(0j^«7;i- 
-A ri 8j a)rta=l>7">'yflE36 I D«3£«L. PC 
^^-TT'VH 0««yu— V6 aJj:*tLTm^©Sfll7 
r7j <De»^«K5^fflS5R*3llfl-r'5t:^U— IC 
eajb^dtUcfS^LTPC-i'^-rT'Vhl OlcJ^LTm 
'&amfm:>^-h. rsj ofeJ^SS^J^firSo PC-? 
^'TT'VH 0ttWeb1t-/^9mJ*LTs CtiScom 
^©)MfB7*-i* r6j . ri 2j . ri 6j . ri 
8j . rsj T'=iic\.=¥t\.-^\^—^ I D. hSSs 

-/ < 8 \z.Wm^^^ ii <!: ic^^o 

[0046] 5>;t^TW e b -9—/ 9 *i«©^JSil^lsllRr 
Si. PC^^^-TT-VH 0{i:*tLTm^©SlfB7*- 

A r9j (Dm&mm^mwsc^'mwt^t.pQ'p^^T 
y h 1 06VU— \'6 a \.zn\^zz.(Jimmy*-h. 
r9j (O^JilEBiMS««5S6flU Ic6a<j«c 
ntCJSSLTfflffllSPe a-10|*3<OfB«gPm{«:K«3-tlT 



O^S^J■S*l!|lJ|i^•r«o ^LT. PC^^fT'yhl 

0 \,zn L Tm^<D5M{H7 - A r 1 0 J om^mmmm 

jl5En*J^fI-r«iPC-j7^<7'>h 1 Oifj^We b-9--/S~ 
9{«:*sfLTC©3im7:+-A ri oj (OW^fSM^wm 

LTD E sBi^<b7r*iT5^{S5-ns, 

[0 0 4 7] ^fcO^T-We b-9— /<C9i{>spC^^^-f7'>h 

1 0li:3tfLT)i^^7:t-A ri 9j . r20j. r2 

7^>*y7^— 5f*3a£fli-r«o ;^ct^TPC'^' ^'Tt'vh o 

^'e alcSttLTJ5lfl7*-A ri 9j . r2 

Oj . r2 ij T^n^enrnm^-y^. mmv-zr^y 

lis CtlSOT^— ?«fB1ig|J6 a-5JCK«-r«o •?-L 

2j OS^-' JJgfsiiOT^j^fSU PC<7^-i'7'>H 
0!6i«»Cj>fLTC<D5i6ffl7*-A r2 2j (Dx— Sfgfllii 

[0 0 4 8] ^5^Jt^^■|212 UC/T^T<fc3li:We bt^-/V9 
38«PC<5'^'r7'>M 0tc3*LT55l«7*-A r2 5j 
«DS*ax-^*j^ffl-rSt. PC^^'TT'VI-I 0*i« 
T'U— V6 alc5tfLTC<D5Mfi7:*--A r2 5j 

^7^-- ?*3l«T*c ^^6 attx Sfliss 

©^JBIMI^<DlBSI^^^t^P C-^^-fT'VUOtCjsfL 
Taifll7*-A r2 6j ©S^aT^-- S»S«3i5En*3M« 
U PC^'^-fT'Vh 1 Ojb^We b-y--/^'9(i:3tfLTC 

a)>M<i7*-A r2 6j (om^my'-'Si^mma^^^iE 

fSo ^LTs PC-J'^'fT'Vh 1 0<»:yU-^'6 a(D 
la© I E E E 1 3 9 4'r>^7x-X*<?JBr'r«o 

[0 0 4 9] Ell 8^^:i5t^T ru^^^v-yjii^ • 
>h (*XhffliJ) 1 0!ti<:^b— V6 ali:J*LT=I>x> 

•yB'Mx-'S'^sifB-rsix >^u— \'6afl5cnfi:»^ 

[0 0 5 0] ^ictn -J^^-Tt^^H o^^:^5t^ 
K^-rSo sr's yu—ire a6^6fe3i7*-nfdis^3tf^ 
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1 OlcStfLTJ^-^x— ?S4silflI^2S«r%o 
[0 0 5 1] i^clc. S2 4~E12 6 5-#B§LTS1 9~ 

U- i[' 6 a ft'^ tl tKcjS^ L T JSfl:/ U— V^il A X - 

A3iffi5^— 5i:&'?^'r7':^h 1 o*x;u-lt:?^u— ic 

6 atCjUfif -\»6 a*f!c:n(Cf5^LT>g11 

'1-%Xf-iglIA3Xffl5^-^<D$S^*^^'r7'>l- 1 O^X 

L 7-9— / K 9 icm^r^o 

[0 0 5 2] m2 sicnkt^vin. V—/K9ijl^y 

[0 0 5 3] ^5ct^T■9— /\"9*f!e3^SMS'MS^^^^ 

^-J'-^'TZVh 1 o^x/u-LT-y— /^'9lCj^{i-r^o 
>7">'y7^-^i«^^^-f7'>H o*x;1/-lt:/u- 

ica alcJJifB-rSi, TJ'U— t'S aA'icltKclsS^S^LTS 
7^— 5»SfliiflI*'?^f Z>H 0*x;U-LT-9— 
9 {caSfll-rS, ^JCtN-Z?^ 2 6 \z.7rcrii r> 9 jCPW 

^'f-'9^^'?^^<TyV^ O^X/U-LT^U— ^^6 
a {Cj^LTJ^fl-rSi^ yu-ira a *<2:tllCCS^LT 

m^^-'$'^EMm^<7^^yy b 1 o^x;i/-LT 
1t-/^9U:3S«r*. -^-LT. •^^■I'T'Vhi 0i:^u 
-iP'a aODIHO I E E E 1 3 9 4-1'>^7x-X*<S!lBf 

[0 0 5 4] 02 7*#KgLTyL'-i'6 ax 6 

Zfly—V (Ti-sXy-m) 6 a<DBf^{bSI56 a-5tCi5t^Tfi»J 
^ tt' 8 / ^'T h onMmt A X - • ? D 1 ^f^^ L> ttiiH 
7^— SiKllCfcUDES BS^fb L. JKDBgJ^fbz^tlfcS 

^A'r-'S'D ^ bopfi^o^my rij 

T'x— Si^-f >^-7x-X6 a-I^^^LTP'U-i' 
6b(CjMfllfS, yu— V'SbTtts CKOyu— ^SSE 



fciSBEA X— Si D 1 ^mot^mmy^-'S' K 2 J: y D E 

siit#<bu isffl^u— V'KSEA^^-- ?*f^fi8-rSo ^■ 

U CKOEEEAx— ? D 3*MlCfffi<Dftiifix-^ K 3 
{CjcUDESBf^fbLx CCDx— Si^'l-xXh^ilAT^- 
^iiU Pfi^^y*-.U r2j T'/lvXhSliEAx— 5i 
iBUsBJgfi:/!^— VSEEA 7^—51 lee a 

[0 0 5 5] T^b— V6aT'f4x t'-^i^'TV^-^ 
X-X6 a-1«'^LTjSfiyu— ^ESEAx— Sfi'l-vX 

6a-6lcm&U CICTn jgfllT'U— ^EilAx— Si3a« 

«iia7^-^i K 3 {cj: y D E s^^fb3-tu s:©«^»fb 

Tt-n/c^lIAx— SiD 1 iJM'B^iEAT^— SiD 1 i:*'!*] 
fflgpe a-10^c^st^TBg^^*•tlS<. JF-St 

oD«^tc(*. ^I<?)7^^-^'6affl!l^ci5t^T^TofcB^i*<^> 
i!ia«-2iii*TSJ§si?T-r5, ^*tT't.^-a-r«J»^ 
\'6 a (ciittsias^fiaiJi-r^o 

[0 0 5 6] Sfes — *x — SLfcli^tcW, Sfl<hX 
HSEAt^— 5» K 3ti:J: y D E S«Jt<b 
U CCDa^fkT^WStlfcKffiET"— JiD 2*. fteOD=t^ji 
St^— Sf K 4 ic J; y D E S Bg^^k Ls jfiff hSliiEA 

<ty:^U-^6 blci^^fa-rSc, T'U— 17 6 b©Bi^{k/ 
«^^fkgP6 b-6TW. C:<0iSfl|/1-xXhEiEA^— Si^ft 
iiaT^— 5'4fC<fcyDES«-l^kLs «^<kT^*l./cK!li 
A7^-'5fD2*^T. ^(Ommt^ntcmm/KT'-'StD 
2 iJMfg/I^X hMlilA^— 5f<t^S!)ffllgP6 b-10^Ci5t^ 
T^^Lx -St(Dii^lC(im^(DJMffl7*-A r4j © 

Sfcx — fSil^— a©Ji-g-tc«. mS<D 
2lfi7*-A r4j ODKIiE^FRl^yU— V-e atCJMft 

[0 0 5 7] 1^6 a*^e:/u— 1^6 bicJtf 

^jS'*;*-*1.So Cltl^g'ftL/cyU'— ^6bflOT-ttBS^ 
it/'<SLmms b-7^i:^^,^T^ eB:^U— \' I D«d.X 
KKSElilfi^Lfti^IIA^— 5'D2^aiLT1 6/^V 

h^oDESBg^^kL, ms<0j^«7*-A re J t>x 

-4'*yu-i'6 a{e3S«-r*, 1C6 atCfet+S 

^mt/m.mt^6 a -6T(**X hlSsiEA^^— ? D 2 ^ 
aiLTI S/SV h-i>-3«^{kL. «^{kL/c7^U— ^ 

■^W—^ I D<Da^fB«i*:^.^^g^^c(i, SlS. ^b— V I 

[0 0 5 81 3!<:t^r:^^— iceag&^STJ^U-^ebtcJsf 
U m^02^7*-A ri ij hglSJJgms 
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^m^itym^it^e b-6^i:fc%^Td-^x t-mmcmmL 

feSBEAx-^'D2«atLT1 e/^'T h-^fOD E SBf 

U— ^ 6 a iCi^fB L. 7^ U— V 6 a <DBS^t^k/m^^bg|5 
6 a -6T'<hX HgiET'SfllL/cKII A x— 5t D 2 

LT 1 e/^-r h-iJoD E smmtu hsi^^ss 

[0 0 5 9] ^a3lfa6^a&ti«\ 35cfi:. ^b— \'6 blz 

TJ^U— ^6b7?ttSB1SSP6b-5(*l(Cffi1i7*-tVTt^S 

atcm:S©3^<S7:t-A ri 6j tc<ty^<DBg 
^iK^^j^fSr So :^ U— If' 6 a T-W c: ©^^gSM^IB 

[0 0 6 0] ^5ct^Ty^— ^6 ajb^ST^U— 1['6 blCRff 

^®3gfi:7^t--A ri 7j (Drta=i>7">'ySfi^ i d<d 
jMfllM5t?^?T-5o yu— li^e blcj5ltSfB1tgP6 b-5p»g 

LtcmmEA9'-'^D l^mtLT ^ 6/W h^ODE S 

Bg^fbU c:<Dx— 5f«-m^o>JSffl7*-A ri 8j ic 
<J:y lc6 a tc3lfB-r«o i*gig=i>^>ySE^ I D 

[0061] y\y—\'6 aTWs mm^e a-6^^:^5^,^ 
IBIfi^e a-S^^:IB1i7*■tvTt^SfeJM=I>7^>'yI5^ 

I Di::/U-ir6 bA^SaSimi-tlT^fcf^ljSziVT^V'y 

flfi^i Dit^Ba^rSo 1^1— =i>7^>'yifi^i Dt?&^ 

>7^>"ySfi^l D««*t^«^^^:ti. S3l^=i>7^>"y|fi56 

iStOiie^. ^««liC3!)« [00 00 : =itf-:Fpi] t-* 
SJi^tCtt, *a)M=&S£SP6 a-8:&iii:Ta/T^gP6 a 

<htt»Cx \'6 bffl!)t,F/T^S§P^rt»Cx— 5ftDS<S*'' 

^Sti^L^il^«»j:«5^gP6b-3(«: [ufcf-^FRl] 

So 

[0 0 6 2] Sfc. e^^ttf^jf)'' [0 00 1] J.X±T-3fe 
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